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Abstract²,Q WKLV SDSHU ZH LQYHVWLJDWH VHFXULW\ LVVXHV DQG
FKDOOHQJHV IDFLQJ UHVHDUFKHUV LQ ZLUHOHVV VHQVRU QHWZRUNV DQG
FRXQWHUPHDVXUHV WR UHVROYH WKHP 7KH EURDGFDVW QDWXUH RI ZLUHOHVV
FRPPXQLFDWLRQ PDNHV :LUHOHVV 6HQVRU 1HWZRUNV SURQH WR YDULRXV
DWWDFNV 'XH WR UHVRXUFHV OLPLWDWLRQ FRQVWUDLQW LQ WHUPV RI OLPLWHG
HQHUJ\FRPSXWDWLRQSRZHUDQGPHPRU\VHFXULW\LQZLUHOHVVVHQVRU
QHWZRUNV FUHDWHV GLIIHUHQW FKDOOHQJHV WKDQ ZLUHG QHWZRUN VHFXULW\
:HZLOOGLVFXVVVHYHUDODWWHPSWVDWDGGUHVVLQJWKHLVVXHVRIVHFXULW\
LQZLUHOHVVVHQVRUQHWZRUNVLQDQDWWHPSWWRHQFRXUDJHPRUHUHVHDUFK
LQWRWKLVDUHD

Keywords²0DOLFLRXV QRGHV QHWZRUN VHFXULW\ VRIW HQFU\SWLRQ
WKUHDWVZLUHOHVVVHQVRUQHWZRUNV
, ,1752'8&7,21
,5(/(66 VHQVRU QHWZRUNV DUH FRPSRVHG RI ODUJH
QXPEHUV RI WLQ\ GHYLFHV ZKLFK DUH FDOOHG PRWHV >@
(DFK PRWH KDV WKH FDSDELOLW\ RI VHQVLQJ LWV HQYLURQPHQW
FRPSXWLQJ DQG FRPPXQLFDWLQJ GDWD WR RWKHU PRWHV XQWLO
UHDFKLQJ WKH EDVH VWDWLRQ ZKLFK LV OLQNHG WR FORXG VWRUDJH
ZKHUHGDWDDUHPDGHDYDLODEOHWRDXWKRUL]HGXVHUV
$V FDQ EH VHHQ LQ )LJ  D FRPSOHWH ZLUHOHVV VHQVRU
QHWZRUN XVXDOO\ FRQVLVWV RID QXPEHU RI VHQVRU QRGHV IRU
FROOHFWLQJ GDWD GHSHQGLQJ RQ WKH DSSOLFDWLRQ DQG SDVVHV WKDW
GDWDWRDEDVHVWDWLRQ
6HQVRUQRGHVDUHXVHG WRPHDVXUHSK\VLFDOTXDQWLWLHV VXFK
DV WHPSHUDWXUH JDV SRVLWLRQ KXPLGLW\ SUHVVXUH DQG VR RQ
GHSHQGLQJ RQ WKH DSSOLFDWLRQ +RZHYHU ZLUHOHVV VHQVRU
QHWZRUNV KDYH D QXPEHU RI YXOQHUDELOLWLHV ZKLFK PD\ EH
H[SORLWHGE\KDFNHUVWRJDLQDFFHVVWRWKHQHWZRUNWRVWHDOGDWD
RUWDPSHUZLWKLW>@
,Q WKLV SDSHU ZH GLVFXVV SRVVLEOH VHFXULW\ WKUHDWV IRU
ZLUHOHVVVHQVRUQHWZRUNVDQGLQYHVWLJDWHSRVVLEOHVROXWLRQV


)LJ:LUHOHVV6HQVRU1HWZRUN&RQFHSW

+DELE *RULQH LV ZLWK WKH 'HSDUWPHQW RI &RPSXWHU 6FLHQFH DQG
(QJLQHHULQJ 6KHIILHOG +DOODP 8QLYHUVLW\ 6KHIILHOG 8QLWHG .LQJGRP H
PDLOKJRULQH#VKXDFXN
,,$63(&762):616(&85,7<
:LUHOHVV VHQVRU QHWZRUNV DUH D VSHFLDO W\SH RI ZLUHOHVV
QHWZRUN ZKLFK VKDUH FRPPRQ VHFXULW\ UHTXLUHPHQWV ZLWK
RWKHU QHWZRUNV VXFK DV FRQILGHQWLDOLW\ LQWHJULW\
DXWKHQWLFDWLRQ DQG DYDLODELOLW\ ZKLFK QHHG WR EH DGGUHVVHG
GXULQJSURWRFROGHVLJQ>@
x 'DWD &RQILGHQWLDOLW\ (QVXUHV WKDW RQO\ DXWKRULVHG
VHQVRUQRGHVFDQDFFHVVWKHFRQWHQWRIWKHFROOHFWHGGDWD
7KHGDWDPD\EHKLJKO\VHQVLWLYHDVLQWKHFDVHRIPLOLWDU\
DSSOLFDWLRQV7KHEHVWDSSURDFKIRUNHHSLQJVHQVLWLYHGDWD
VHFUHW LV WR XVH V\PPHWULF HQFU\SWLRQ ZLWK D VHFUHW NH\
WKDWRQO\WKHLQWHQGHGQRGHVSRVVHVV>@
x 'DWD$XWKHQWLFDWLRQ(QVXUHVWKDWWKHGDWDDUHRULJLQDWHG
IURP WKH FRUUHFW VRXUFH 'DWD DXWKHQWLFDWLRQ DOORZV WKH
UHFHLYLQJQRGHWRYHULI\WKDWWKHGDWDUHFHLYHGLVVHQWE\D
WUXVWHG QRGH )RU H[DPSOH LQ WKH FDVH RI WZRQRGH
FRPPXQLFDWLRQV GDWD DXWKHQWLFDWLRQ FDQ EH DFKLHYHG E\
XVLQJ D VKDUHG VHFUHW NH\ WR FRPSXWH WKH PHVVDJH
DXWKHQWLFDWLRQFRGHRIDOOFRPPXQLFDWHGGDWD
x 'DWD ,QWHJULW\(QVXUHV WKDW DQ\ UHFHLYHGGDWDKDYHQRW
EHHQ WDPSHUHG ZLWK E\ DQ XQDXWKRUL]HG QRGH )RU
H[DPSOH D PDOLFLRXV QRGH PD\ DGG VRPH SDFNHWV RU
PRGLI\GDWDZLWKLQDSDFNHWEHIRUHIRUZDUGLQJWKHFRUUXSW
GDWDWRLWVQHLJKERXU
x $YDLODELOLW\(QVXUHV WKDW VHUYLFHVRIIHUHGE\ WKHZKROH
ZLUHOHVV VHQVRUQHWZRUNRUE\D VLQJOH VHQVRUQRGHPXVW
EHDYDLODEOHZKHQHYHUUHTXLUHG
x 'DWD)UHVKQHVV(YHQLIFRQILGHQWLDOLW\DQGGDWDLQWHJULW\
KDYHEHHQDFKLHYHGLW LV LPSHUDWLYHWRHQVXUHWKDWQRROG
GDWDKDYHEHHQUHSOD\HG7KLVUHTXLUHPHQWRIIUHVKGDWDLV
LPSRUWDQWZKHQ GHDOLQJZLWK VKDUHGNH\VZKLFK QHHG WR
EHFKDQJHGRYHUWLPH
,,, 7<3(2)$77$&.6,1:61
7KH EURDGFDVW QDWXUH RI ZLUHOHVV VHQVRU QHWZRUNV
FRPPXQLFDWLRQZLWKWKHLUOLPLWDWLRQVLQHQHUJ\FRPSXWDWLRQDO
SRZHU DQG PHPRU\ RI WKHVH WLQ\ VHQVRUV UHQGHU :61V
VXVFHSWLEOHWROLQNDWWDFNVUDQJLQJIURPSDVVLYHHDYHVGURSSLQJ
WRPHVVDJHUHSO\DQGPHVVDJHPRGLILFDWLRQ7KHPDMRUDWWDFNV
DJDLQVWZLUHOHVVVHQVRUQHWZRUNVFRXOGEHVXPPDUL]HGEHORZ
A. Denial of Service Attack (DoS) 
,QZLUHOHVVVHQVRUQHWZRUNVWKHUHDUHVHYHUDOW\SHVRI'R6
DWWDFNVGHSHQGLQJRQWKHSURWRFROOD\HUV>@DVVKRZQEHORZ
3K\VLFDO OD\HU 'R6 DWWDFN FUHDWHV D UDGLR VLJQDO WKDW
LQWHUIHUHVZLWKWKHUDGLRIUHTXHQFLHVEHLQJXVHGE\WKHVHQVRU
QHWZRUNV >@ DV VKRZQ LQ )LJ  -DPPLQJ DZLUHOHVV VHQVRU
QHWZRUNFDQUHQGHUWKHHQWLUHQHWZRUNLQDFWLYHDQGXVHOHVV
6HFXULW\7KUHDWVRQ:LUHOHVV6HQVRU1HWZRUN
3URWRFROV
+*RULQH05DPDGDQ(OPH]XJKL
:
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
'DWD/LQN/D\HU&RQWLQXDOO\WUDQVPLWWLQJPHVVDJHVLQDQ
DWWHPSWWRFUHDWHFROOLVLRQVZKLFKFDXVHWKHUHWUDQVPLVVLRQRI
WKHDIIHFWHGSDFNHWV7KLVHYHQWXDOO\GHSOHWHVDVHQVRUQRGH¶V
SRZHUVXSSO\DQGUHQGHUVLWLQDFWLYH
1HWZRUN /D\HU 1HJOHFW DQG JUHHG PLVGLUHFWLRQ EODFN
KROH
7UDQVSRUW /D\HU 0DOLFLRXV IORRGLQJ E\ VHQGLQJ PDQ\
FRQQHFWLRQ UHTXHVWV WR D VXVFHSWLEOH QRGH WKLV HYHQWXDOO\
H[KDXVWVWKHQRGH¶VUHVRXUFHVWKXVUHQGHULQJWKHQRGHXVHOHVV


)LJ'R6$WWDFNDWWKHSK\VLFDOOD\HU
B. Sybil Attack 
7KLVFRQFHSWZDVSURSRVHGE\'RXFHXULQ33QHWZRUNV>@
DQGLVGHILQHGDVDPDOLFLRXVQRGHWDNLQJPXOWLSOHLGHQWLWLHVWR
FRQIXVH QHLJKERXU QRGHV FDXVLQJ FKDRV DPRQJ WKHP ZKLFK
OHDGVWRGLVIXQFWLRQRIWKHHQWLUHQHWZRUNDVVKRZQLQ)LJ
6\ELODWWDFNVSRVHDVLJQLILFDQWWKUHDWWRJHRJUDSKLFURXWLQJ
SURWRFROV'XULQJ WKLV URXWLQJSURWRFROQRGHVDUHUHTXLUHG WR
H[FKDQJH ORFDWLRQ LQIRUPDWLRQ ZLWK WKHLU QHLJKERXUV WR
HIILFLHQWO\ URXWH JHRJUDSKLFDOO\ DGGUHVVHG SDFNHWV ,W LV
UHDVRQDEOH WR H[SHFW D QRGH WR DFFHSW D VLQJOH XQLTXH VHW RI
FRRUGLQDWHV IURP HDFKRI LWV QHLJKERXUV+RZHYHU XVLQJ WKH
6\ELO DWWDFN DQ DGYHUVDU\ DSSHDUV WR EH LQ PRUH WKDQ RQH
SODFHDWRQFH


)LJ6\ELOQRGHLQ:61
C.Selective Forwarding 
,Q D VHOHFWLYH IRUZDUGLQJ DWWDFN D PDOLFLRXV QRGH PD\
UHIXVH WR IRUZDUG FHUWDLQ SDFNHWV RI GDWD DQG VLPSO\ GURS
WKHPHQVXULQJWKDWWKH\DUHQRWSURSDJDWHGDQ\IXUWKHU
$ VLPSOH IRUP RI WKLV DWWDFN LV ZKHQ D PDOLFLRXV QRGH
VHOHFWLYHO\ IRUZDUGV SDFNHWV $Q DWWDFNHU VXSSUHVVHV RU
PRGLILHVSDFNHWVRULJLQDWLQJIURPVHOHFWHGQRGHVDQGIRUZDUGV
WKH UHPDLQLQJ WUDIILF 6HOHFWLYH IRUZDUGLQJ DWWDFNV DUH PRVW
HIIHFWLYHZKHQ WKH DWWDFNHU LV H[SOLFLWO\ LQFOXGHGRQ WKHGDWD
IORZ SDWK +RZHYHU LW LV SRVVLEOH WKDW DQ DGYHUVDU\
RYHUKHDULQJDIORZSDVVLQJWKURXJKQHLJKERXULQJQRGHVPLJKW
EH DEOH WR HPXODWH VHOHFWLYH IRUZDUGLQJ E\ MDPPLQJ HDFK
IRUZDUGHGSDFNHWRILQWHUHVW
D.Blackhole/Sinkhole Attack 
,QDVLQNKROHDWWDFNVDPDOLFLRXVQRGHDFWVDVEODFNKROH>@
WR DWWUDFW DOO WKH WUDIILF LQ WKH VHQVRU QHWZRUN WKURXJK D
FRPSURPLVHGQRGHFUHDWLQJDPHWDSKRULFDO VLQNKROHZLWK WKH
DGYHUVDU\DWWKHFHQWHUDVGHSLFWHGLQ)LJ


)LJ%ODFNKROH6LQNKROH$WWDFNV
E. Wormhole Attack 
2QHRIWKHPRVWVHULRXVDWWDFNVLQZLUHOHVVVHQVRUQHWZRUNV
LVWKHZRUPKROHDWWDFN,WLVKDUGWRGHWHFWEHFDXVHWKHDWWDFN
GRHVQRWFUHDWHDEQRUPDOWUDIILFLQWRWKHQHWZRUN>@
,QRUGHUWRODXQFKDZRUPKROHDWWDFNDQDGYHUVDU\FRQQHFWV
WZR GLVWDQW QRGHV LQ WKH QHWZRUN XVLQJ D GLUHFW ORZODWHQF\
FRPPXQLFDWLRQ OLQN FDOOHG WKH ZRUPKROH OLQN $V VKRZQ LQ
)LJ  RQFH WKHZRUPKROH OLQN LV HVWDEOLVKHG WKH DGYHUVDU\
FDSWXUHVGDWDSDFNHWVDWRQHQRGH6DQGVHQGVWKHPWKURXJK
WKHZRUPKROHOLQNWRDQRGHDQRWKHUORFDWLRQ6DQGUHSOD\V
WKHPDWWKHRWKHUQRGH
7KH WXQQHO FUHDWHV WKH LOOXVLRQ WKDW WKH WZR HQG QRGHV DUH
YHU\FORVHWRHDFKRWKHUE\PDNLQJWXQQHOHGSDFNHWVUHDFKWKH
GHVWLQDWLRQQRGHZLWKIHZHUKRSVFRPSDUHGWRWKHSDFNHWVVHQW
RYHUQRUPDOURXWHV7KLVDOORZVDQDWWDFNHUWRFRQWUROVHYHUDO
URXWHVZLWKLQWKHQHWZRUNDQGSHUPLWRUGHQ\GDWDWUDIILFWRKLV
DGYDQWDJH
7KH FRXQWHUPHDVXUH IRU WKH ZRUPKROH DWWDFN FDQ EH
LPSOHPHQWHGDWGLIIHUHQWOD\HUV)RUH[DPSOHLQWKLVUHVHDUFK
SDSHU >@ LW ZDV VXJJHVWHG XVLQJ GLUHFWLRQDO DQWHQQDV DW WKH
PHGLD DFFHVV OD\HU DQG SDFNHW OHDVKHV DW WKH1HWZRUN OD\HU
7KLV WHFKQLTXH LV FDOOHG µSDFNHW OHDVKHV¶ DQG RYHUFRPHV
ZRUPKROHDWWDFNVE\UHVWULFWLQJWKHPD[LPXPGLVWDQFHRI WKH
WUDQVPLVVLRQ XVLQJ HLWKHU WLJKW WLPH V\QFKURQLVDWLRQ RU
ORFDWLRQLQIRUPDWLRQ


)LJ:RUPKROH$WWDFN
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
F. Hello Flood Attack 
,Q +HOOR )ORRG $WWDFN D PDOLFLRXV SHUVRQ XVHV D ODSWRS
ZLWK KLJK UDGLR WUDQVPLVVLRQ DQG XQOLPLWHG SRZHU WR VHQG
+(//2SDFNHWVWRDQXPEHURIVHQVRUQRGHVWRSUHWHQGWREH
WKHLU QHLJKERXUV $V D FRQVHTXHQFH WKH YLFWLP QRGHV JR
WKURXJK WKH ODSWRSZKHQVHQGLQJGDWD WR WKHEDVHVWDWLRQDQG
DUHXOWLPDWHO\VSRRIHGE\WKHDWWDFNHUDVVKRZQLQ)LJ


)LJ+HOOR)ORRG$WWDFN
,9 0(7+2'2/2*<
7KUHHW\SHVRIUHVHDUFKPHWKRGVDUHXVHGIRUHYDOXDWLQJWKH
SHUIRUPDQFHRIZLUHOHVVQHWZRUNV>@3K\VLFDOPHDVXUHPHQW
DQDO\WLFDOPHWKRGVDQGQHWZRUNVLPXODWLRQ
,Q WKLV UHVHDUFK SDSHU D QHWZRUN VLPXODWRU FDOOHG QV LV
VHOHFWHGDV LW LV FXUUHQWO\ WKHEHVWNQRZQQHWZRUN VLPXODWLRQ
SDFNDJH IRU UHVHDUFK LQWR ZLUHOHVV QHWZRUNV >@ QV LV
ZULWWHQ LQ & ZKLFK XVHV 0,7¶V 2EMHFW 7RRO &RPPDQG
/DQJXDJH27FODVWKHFRPPDQGDQGFRQILJXUDWLRQLQWHUIDFH
7KHVLPXODWRULVLQYRNHGYLDWKHQVLQWHUSUHWHUDQGWKH27FO
VFULSWVGHILQHG WKH VLPXODWLRQ UXOHVQVSURYLGHV VXEVWDQWLDO
VXSSRUW IRU WKH VLPXODWLRQ RI 7&3 8'3 URXWLQJ PXOWLFDVW
SURWRFROV RYHU ERWK ZLUHG DQG ZLUHOHVV ORFDO DQG VDWHOOLWH
QHWZRUN
&XUUHQWO\ QV LV EHLQJ GHYHORSHG E\ WKH 9LUWXDO ,QWHU
1HWZRUN 7HVWEHG 9,17 JURXS ZKLFK LV VXSSRUWHG E\
WKH'HIHQVH$GYDQFHG5HVHDUFK3URMHFWV$JHQF\'$53$
9,03/(0(17$7,21
,Q WKLV UHVHDUFK D QHWZRUN RI  VHQVRU QRGHV RSHUDWLQJ
XQGHU WKH '\QDPLF 6RXUFH 5RXWLQJ SURWRFRO KDYH EHHQ
VLPXODWHG LQ DQ DUHD RI [PXVLQJ VLPXODWLRQ WLPHV RI
   DQG  VHFRQGV 'XULQJ WKH VLPXODWLRQ WKH
PLVEHKDYLQJ QRGHV ZHUH VHOHFWHG UDQGRPO\ DW GLIIHUHQW
SHUFHQWDJHVRIWKHWRWDOQXPEHURIQRGHVLH
DQGZKLFKLVUHSUHVHQWHGE\WKHKRUL]RQWDOD[LVRI
WKHJUDSKVLQ)LJV
7KH SHUIRUPDQFH RI WKH QHWZRUN LV PHDVXUHG XVLQJ IRXU
SDUDPHWHUV WKURXJKSXW SDFNHW GHOLYHU\ UDWLR QXPEHU RI
SDFNHWV GURSSHG DQG DYHUDJH GHOD\ (DFK SDUDPHWHU LV
PHDVXUHGLQWKUHHVHSDUDWHVFHQDULRV
 1HWZRUN XQGHU QRUPDO RSHUDWLRQ LH ZLWKRXW PDOLFLRXV
QRGHV
 1HWZRUNZLWKGHSOR\PHQWRIVHYHUDOPDOLFLRXVQRGHV
 1HWZRUNZLWK LPSOHPHQWDWLRQ RI VRIWHQFU\SWLRQ WR GHDO
ZLWKPDOLFLRXVQRGHV>@
9, 5(68/76
,QWKLVVLPXODWLRQWKHIRXUSDUDPHWHUVSDFNHWGHOLYHU\UDWLR
3'5WKURXJKSXWSDFNHWGURSSHGDYHUDJHGHOD\KDYHEHHQ
PHDVXUHGDQGUHVXOWV LQ WKHIRUPRIJUDSKVKDYHEHHQVKRZQ
EHORZ
A. Packet Delivery Ratio 
)URP )LJ  LW LV REYLRXV WKDW WKH SHUIRUPDQFH RI WKH
QHWZRUNSURWRFRO'65EDVHGRQ3DFNHWGHOLYHU\UDWLRLVEHWWHU
ZLWK VRIW HQFU\SWLRQ WKDQZLWKRXW DQ\ VHFXULW\PHFKDQLVP LQ
DOOWKHPLVEHKDYLQJQRGHV


)LJ3DFNHW'HOLYHU\5DWLRLQWKHWKUHHVFHQDULRV
B. Throughput 
)LJ  VKRZV WKDW WKH WKURXJKSXW SHUIRUPDQFH PHWULF LV
VOLJKWO\EHWWHU IRU WKH'65ZLWK VRIW HQFU\SWLRQ WKDQZLWKRXW
LW7KLV LPSURYHPHQW LV H[SHFWHGEHFDXVH WKH VRIW HQFU\SWLRQ
DOJRULWKP KHOSV QHXWUDOL]H WKH HIIHFW RI PLVEHKDYLQJ QRGHV
+RZHYHU WKH '65 SHUIRUPDQFH ZLWK VRIW HQFU\SWLRQ LV VWLOO
OHVVWKDQWKHQRUPDO'65


)LJ7KURXJKSXWPHDVXUHPHQWLQWKHWKUHHVFHQDULRV
C.Packets Loss 
)LJ  VKRZV WKDW WKH SHUIRUPDQFH '65 UHJDUGLQJ SDFNHW
ORVVSHUIRUPEHWWHUWKDQWKH'65ZLWKRXWDQ\IRUPRIVHFXULW\
7KH KLJKHVW QXPEHU RI SDFNHWV GURSSHG UHDFKHG  DW
RIPLVEHKDYLQJQRGHVZKLOHLQWKHFDVHRI'65ZLWKRXW
D VHFXULW\ VROXWLRQ UHDFKHG PRUH WKDQ  SDFNHWV DW WKH
VDPHUDWH
World Academy of Science, Engineering and Technology
International Journal of Computer and Information Engineering
 Vol:10, No:8, 2016 
1547International Scholarly and Scientific Research & Innovation 10(8) 2016 ISNI:0000000091950263
O
pe
n 
Sc
ie
nc
e 
In
de
x,
 C
om
pu
te
r a
nd
 In
fo
rm
at
io
n 
En
gi
ne
er
in
g 
V
ol
:1
0,
 N
o:
8,
 2
01
6 
w
as
et
.o
rg
/P
ub
lic
at
io
n/
10
00
54
14


)LJ3DFNHW/RVVLQWKHWKUHHVFHQDULRV
D.Average Delay 
)LJ  VKRZV LQWHUHVWLQJ UHVXOWV DV WKH DYHUDJH GHOD\ LV
KLJKHU LQ'65ZLWK VRIW HQFU\SWLRQ WKDQZLWKRXW LWZKLFK LV
H[SHFWHGDVWKHDOJRULWKPWDNHVWLPHWREHH[HFXWHG


)LJ$YHUDJHGHOD\LQVFHQDULRDQGVFHQDULR
9,,&21&/86,21
6HFXULW\LVDQLPSRUWDQWLVVXHLQZLUHOHVVVHQVRUQHWZRUNDV
KDFNHUV DUH ILQGLQJ QHZ ZD\V WR LQWHUFHSW GDWD GXULQJ WKHLU
H[FKDQJHEHWZHHQVHQRUQRGHVLQRUGHUWRVWHDORUWDPSHULW
,Q WKLV UHVHDUFK D QHZ VHFXULW\ WHFKQLTXH FDOOHG µVRIW
HQFU\SWLRQ¶ KDV EHHQ LQYHVWLJDWHG EDVHG RQ WUXVW EHWZHHQ
VHQVRUQRGHV
7KHSHUIRUPDQFHRI WKH'\QDPLF6RXUFH5RXWLQJSURWRFRO
GHJUDGHV UDSLGO\ZLWK WKH LQFUHDVHRIPDOLFLRXVQRGHVZLWKLQ
WKHQHWZRUN+RZHYHU WKH LPSOHPHQWDWLRQRIVRIWHQFU\SWLRQ
WHFKQLTXHSURYHGWRGHWHFWWKHVHPDOLFLRXVQRGHVDQGUHGXFHV
WKHLUHIIHFW
5()(5(1&(6
>@ $'-DGKDGDQG3*RVZDPL³(YDOXDWLQJWKHSHUIRUPDQFHRIURXWLQJ
SURWRFROV LQ ZLUHOHVV VHQVRU QHWZRUNV´ ,QWHUQDWLRQDO -RXUQDO RI
&RPSXWHU7HFKQRORJ\DQG(OHFWURQLFV(QJLQHHULQJ,-&7((SS

>@ &XOSHSSHU%-DQG6HQJ+&³6LQNKROHLQWUXVLRQLQGLFDWRUVLQ
'65 0$1(7V´ 3URFHHGLQJV VW,QWHUQDWLRQDO &RQIHUHQFH RQ %URDG
%DQG1HWZRUNVSS±
>@ 'RXFHXU-5³7KH6\ELO$WWDFN´VW,QWHUQDWLRQDO:RUNVKRSRQ
3HHU7R3HHU 6\VWHPV ,3736¶0DUFK  /1&6  SS±

>@ +X / DQG (YDQV '  ³8VLQJ 'LUHFWLRQDO $QWHQQDV WR 3UHYHQW
:RUPKROH$WWDFNV´3URFHHGLQJVRI WKH ,(((6\PSRVLXPRQ1HWZRUN
DQG'LVWULEXWHG6\VWHP6HFXULW\1'66
>@ 3HUULQJ$+X/DQG'%-RKQVRQ'%³3DFNHW/HDVKHV$
'HIHQFH DJDLQVW ZRUPKROH DWWDFNV LQ ZLUHOHVV VHQVRU QHWZRUNV´
3URFHHGLQJV RI QG $QQXDO &RQIHUHQFH RI ,((( &RPSXWHU DQG
&RPPXQLFDWLRQ6RFLHWLHV9RO$SULOSS±
>@ 6DOHK0DQG.KDWLE ,$³7KURXJKSXW$QDO\VLVRI:(36HFXULW\ LQ
$G+RF6HQVRU1HWZRUNV´3URFHHGLQJVQG,QWHUQDWLRQDO&RQIHUHQFHRQ
,QQRYDWLRQV LQ ,QIRUPDWLRQ 7HFKQRORJ\ ,,7 6HSW± 'XEDL

>@ 6LQJK 6. 6LQJK 03 DQG 6LQJK '. ³$ 6XUYH\ RQ 1HWZRUN
6HFXULW\ DQG $WWDFN 'HIHQFH 0HFKDQLVP IRU :LUHOHVV 6HQVRU
1HWZRUNV´ ,QWHUQDWLRQDO -RXUQDORI&RPSXWHU7UHQGV DQG7HFKQRORJ\
0D\-XQH,VVXH
>@ :RRG $ ' DQG 6WDQNRYLF -$  ³'HQLDO RI VHUYLFH LQ VHQVRU
QHWZRUNV´,(((&RPSXWHU0DJD]LQHYROQR2FWSS±
>@ =KHQJ - DQG -DPDOLSRXU $  :LUHOHVV 6HQVRU 1HWZRUNV
1HWZRUNLQJ 3HUVSHFWLYH SXEOLVKHG E\ -RKQ 	 6RQV ,QF DQG ,(((

>@ +DGGDG,)	*RUGRQ'1HWZRUN6LPXODWRU$6LPXODWLRQ
7RRO IRU /LQX[ /LQX[ -RXUQDO 2QOLQH $YDLODEOH DW
KWWSZZZOLQX[MRXUQDOFRPDUWLFOH$FFHVVHGMDQXDU\
>@ .DYLWKD 7 	6ULGKDUDQ '  6HFXULW\ YXOQHUDELOLWLHV LQ ZLUHOHVV
VHQVRU QHWZRUNV $ VXUYH\ Journal of information Assurance and 
Security, SS
>@ <X</L.=KRX:	/L37UXVWPHFKDQLVPVLQZLUHOHVV
VHQVRU QHWZRUNV $WWDFN DQDO\VLV DQG FRXQWHUPHDVXUHV -RXUQDO RI
1HWZRUNDQG&RPSXWHU$SSOLFDWLRQVSS
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